
APPENDIX  THREE:  AU CyberExplorer opt imizat ion 

Rationale Utility Potential additional data 
field

Provide more timely, and 
gender-specific, overview of 
available roles in the labour
market (vis-à-vis cyber 
security)

Disaggregation by protected 
attribute 

Gender (m/f/x)

Alignment between master 
framework and sub-
categorisation of cyber 
security roles 

Correct attribution of activity 
to divisions within the labour
market 

ANZSIC (Division)

Provide granular insights in 
where new jobs are being 
advertised/current jobs are 

Sub-category mapping to 
identify proximate need

ANZSCO (Code) (2 digit level)

Provide timely overview of 
age-related labour market  
mobility 

Disaggregation by protected 
attribute 

Age

Obtain an indication of the 
relative value of roles at 
particular points in time

Indicator of labour market 
supply/demand 

Remuneration

CYBER SKILLS FOR A DIGITAL ECONOMY: 
AN AUSTRALIAN PROFILE



APPENDIX  FOUR:  GLOSSARY OF TERMS 

CYBER SKILLS FOR A DIGITAL ECONOMY: 
AN AUSTRALIAN PROFILE

The Australian Bureau of Statistics is an independent 
statutory agency of the Australian Government which is 
responsible for statistical collection and analysis of 
data, and for giving evidence-based advice to federal, 
state and territory governments.

ANZIC Industry Classifications - Australian and New 
Zealand Standard Industrial Classification. A system 
administered jointly by the Australian Bureau of 
Statistics and Statistics New Zealand which assigns a 
unique number to each industry in order to identify the 
firms operating in each class and sub-class and to allow 
for the collection of data such as location, number of 
employees, and annual sales.

An object used for the completion of a business task. 

Assets maybe tangible or intangible items and can relate 
to equipment, software code, data, facilities, personnel, 
market value and also public opinion.

ABS

ANZIC

ANZSCO

ASSETS

Australian and New Zealand Standard Classification of 
Occupations. The titles used in ANZSCO are intended to 
convey the clearest possible idea of the nature of the 
particular occupation.

ANZSCO

Cyber Security Body of Knowledge. A comprehensive 
Body of Knowledge to inform and underpin education and 
professional training for the cyber security sector.

The efforts made to design, implement, and manage and 
maintain security of business networks, or devices 
connected to the Internet including the technical aspect 
to apply these and the training of personnel to manage, 
implement and maintain them. 

CyBOK

CyberSecurity
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CYBER SKILLS FOR A DIGITAL ECONOMY: 
AN AUSTRALIAN PROFILE

A digital economy is the results of many technology 
based connections between individuals or organisations, 
devices, data, and processes and refers to an economy 
that is led by digital computing technologies.

Digital Economy

The National Initiative for Cybersecurity Education 
Cybersecurity Workforce Framework (NICE Framework) is 
a reference resource that classifies the typical skill 
requirements and duties of cybersecurity workers.

The National Institute of Standards and Technology is a 
physical sciences laboratory and non-regulatory agency 
of the United States Department of Commerce. Its 
mission is to promote American innovation and industrial 
competitiveness.

NICE Framework

NIST
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1. Prioritise contractual requirements,

considering feasibility

2. Understand intended uses

Session objectives

• Contract requirements review - supply

• Contract requirements review – demand & education

• Next steps

Appendix

• Project development timeline

Agenda

AUCyberExplorer baseline dataset extension session

Rebranded site

https://www.aucyberexplorer.com.au/
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Contract requirements review – supply (workforce) baseline dataset extension (15 mins)

Contractual 
requirements

Attribution Feasibility
Intended uses
(to be defined)

Must/ Could/ 
Should

A
u

st
ra

lia
n

 W
o

rk
fo

rc
e

 (
su

p
p

ly
)

i. Data on the cyber security sector
workforce including breakdown by
gender, neurodiversity (if known),
age distribution, geography
(states/territories)

Gender EBG has confirmed as feasible, ABS census data will be leveraged Must

Neurodiversity Discussed with EBG, this data is likely unavailable

Age distribution

EBG – Feasible, however age is generally not included with other variables in 
data sources which will restrict ability to visualize with other data points. User 
stories tbd to support
Is there a specific age banding required?

Geography
Already discussed under forecasting model as in scope – frameworks to be 
reviewed to determine appropriate grouping level

Must

ii. Baseline data of cyber security
professionals in each ANZSIC
Division by above variables,
ANZSCO code and product/service

ANZSIC Division Already discussed under forecasting model as in scope 
Alignment with Aus framework, inform government policy and 
initiatives

Must

ANZSCO occupation code
Requirement is for the 6 digit
code

Already discussed under forecasting model as in scope As above Must

Product/service

Products/services reported in the Industry Capability report are company based, 
which wont translate to individuals. Product/service can indirectly be derived 
via skills (skills should be an indicator for the type of product/service an 
employee will work on)

iii. International comparisons of
the Australian workforce and skills 
supply
(shortages/met/oversupply)

Threshold measurement to be 
defined for the following 
groupings;
- Shortages
- Met
- Oversupply

To be determined with EBG what data is available for comparison across 
countries (in addition to US which)



Contract requirements review – Supply (workforce) baseline dataset extension & Education (30 mins)

Contractual 
requirements

Attribution Feasibility
Intended uses
(to be defined)

Must/ Could/ 
Should

C
yb

e
r 

se
cu

ri
ty

 w
o

rk
fo

rc
e

 r
e

cr
u

it
m

e
n

t

i. Total cyber security job 
openings, with breakdown by
employment type (ie. Full time,
part time), geography, ANZSIC
Division, ANZSCO code

Employment type EBG - feasible to be collected from job ads Must

Geography Already discussed under forecasting model as in scope Must

ANZSIC Division Already discussed under forecasting model as in scope Must

ANZSCO code
Requirement is for 6 digit code

Already discussed under forecasting model as in scope Must

ii. Total job openings with 
breakdown by requested 
education level, most sought after
certifications requested by
employers, most sought after skills 
requested

Education EBG – Feasible, only for postings which explicitly request a certain education 
level.

Skills – was the intent to be mapped to NICE ksat’s? Further detail on validation 
of skills mapping TBC

Certifications

Skills

iii. Breakdown of job openings by
job titles including most sought
after and salary

Ranking of most sought after
(Salary is already met in the 
baseline dataset)

Is there a specific requirement for how this is defined, is it based on top X 
advertised and is there a threshold for the number of advertisements?

iv. Time to recruit Time to recruit
EBG – US model would require testing and QA to determine if same model is 
appropriate for Aus. This would be time intensive and not available until after 
March 22

v. Failure rates Failure rates
EBG – Difficult to capture, social media profiles could be leveraged but this 
would be a low confidence measure

C
yb

e
r 

se
cu

ri
ty

 r
e

la
te

d
 e

d
u

ca
ti

o
n i. Enrolments by type of institution

This will be difficult to aggregate as not reported by institutes, what is the 
intended use for this?

ii. Number of graduates As above

iii. Educational institutions and 
courses

AustCyber’s Education Map provides this information, potentially look at 
funneling users to the already existing tool?

iv. Number and type of
certification holders

Delivered by existing dataset/platform, are any changes required to this?

v. Linkages between certifications 
and cyber security jobs via
common skills

Data is available in existing dataset, changes required? Is mapping at AQF a 
requirement?



• AustCyber to document requirements and answer any outstanding questions - ETA Mon 6th Dec

• Requirements documents to be circulated for review

• Requirements to be handed over to vendors – ETA Fri 10th Dec

Next steps

• ANZSIC Division granularity - are there use cases for
having a lower-level granularity within industry?

• ANSZCO code update – Will the data be available at
the beginning of March (to be factored into project
planning)?

• Relevant framework for geography – LGA, SA4 or
other?

• Skills – is there any intent to have these matched to
NICE KSAT’s? (to be confirmed with EBG what the
skills currently align to (if any) and the validation
process. 44 skills total are currently included, refer to
the left)

Clarification points Current skills list



Project development timeline

Nov 21 Dec 21 Jan 22 Feb 22 Mar 22

Phase 1
Rebrand 
from 
CyberSeek

Phase 2
Forecasting 
model + 
additional 
data points

Key milestone

AustCyber / vendor activity

AustCyber / DISER activity

Current activities;
• Rebranded site to be launched this week
• ETA for dataset refresh is mid December, Emsi Burning Glass (EBG) has a dependency on external

organisations to provide certifications data
• Backend functionality review is scheduled with Impress Design

Phase 2 
Launch

Demo new baseline 
features

(Dataset/s #1)

Demo forecasting 
model 

(dataset/s #2 with 
existing ANZSCO 

codes)

UI/UX 
testing

Milestones/ activity timelines in this section are approximate, 
timeframes are currently being scoped by vendors

Demo for new baseline dataset features to occur before 
forecasting demo to align with build order

Data 
refresh

External dependency

Demo all 
features with 
new ANZSCO 

codes

Rebranded 
site launch

Forecasting 
reqs review

Baseline 
reqs review

User 
storiesR
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EMG provides 
revised 

estimates

Data 
refresh

ABS data 
available with 
new ANZSCO 

codes

Handover 
dataset 

reqs

Scope front 
end build

Finalise backend 
requirements

Dependency

Data refresh

AustCyber / EMG 
initial reqs review

These activities may be split into: 
1. Baseline dataset extension
2. Forecasting modelBackend 

build

Dataset integration/ 
build new site 

features

Finalise
reqs

Review 
backend 

reqs

Review 
timeline

H
o

lid
ay

 s
h

u
td

o
w

n
 p

er
io

d

User stories which identify features not in scope, will be 
retained to be considered for future enhancements

EBG handover 
datasets

Complete dataset 
development
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Supply and Demand Forecasting Model for AUCyberExplorer 

High-Level, Initial Methodology 

December 2021 

In order to create a supply and demand forecasting model, Emsi Burning Glass (EBG) will lean heavily on 

the methodologies of proprietary supply and demand forecasting models used within the United States. 

These methodologies have been rigorously tested within the United States, but additional training and 

validation will need to be done to ensure that they can properly translate to Australia. EBG reserves the 

right to alter the below methodology based on learnings during the training and validation process. 

Data Sources 

● Proprietary EBG Job Posting / Vacancy Data in Australia

○ Time Frame: January 2012 - December 2021

● National Skills Commission 5-Year Employment Projections by:

○ Occupation

○ Industry

○ Region

● ABS Job Mobility Data

● ABS Employment Data

Model Methodology 

Demand 

Demand projections will leverage proprietary EBG job posting data, which will be pulled by industry, 

occupation, and geography (SA4, State, National) within Australia from January 2012 through December 

2021. This data will be processed to remove seasonality and limit deviations from the rolling mean. It 

will then be converted into relative counts and transformed into an index for each occupation, industry, 

and geography combination. If we find insufficient data for a specific geographic level, we will roll up 

and use the index of the larger geographic level. 

We will then pass these indices into a Support Vector Machine (SVM) model to predict job postings over 

the next five years. We will ensure that negative growth rates are capped to prevent specific 

occupations from disappearing altogether. 

Supply 

Supply projections will leverage the demand projections as outlined above with one additional step. 

These growth projections will be scaled to ensure that they mimic the projected growth rates produced 

by the National Skills Commission. 
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Additionally, we will leverage the National Skills Commission employment projections. The National 

Skills Commission produces 5-year employment projections by occupation, but these are not cut by 

industry and geography, so some additional processing will need to be done to get to this level of 

granularity. We will do some additional weighting of the occupation projections, likely utilizing a 

combination of historical demand and projected supply growth rates for industries and regions. Actual 

weights will be determined throughout the training and validation process. 

We will also use historical ABS employment by industry, occupation, and region to calculate observed 

year-over-year employment growth rates. We will do some additional processing of this data to ensure 

that we do not exhibit runaway growth or decline. In the case where there is missingness for an 

occupation, industry, and geography combination for a certain year, we will take the maximum 

employment ever reported for that occupation in that industry and geography and then estimate the 

base year employment using the growth rate. As we will do with the demand projections, we will scale 

these historical growth rates to ensure that they mimic the projected growth rates produced by the 

National Skills Commission. 

After all the above steps have been taken, we will combine all of the above data points to create a 

simple weighted average. We will weigh the National Skills Commission supply projections the most, 

followed by the EBG demand-side projections, and then the ABS historical supply growth rates. Actual 

weights will be determined throughout the training and validation process. 



ANZSCO Occupation code to NICE work role mapping

NIST NICE work role defintions: NIST' tab in this document

ABS ANZSCO occupation definitions: https://consult.abs.gov.au/standards-and-classifications/anzsco-targeted-update-2021-proposed-changes/supporting_documents/CYBER%20SECURITY_Occupation%20Groups_Proposed%20Changes%20v1.3%20updated%208102021.pdf

ANZSCO Occupation Specialisations
# mapped 
work roles

% of total

135111 – Chief Information Officer Chief Information Security Officer
1 2%

135112 – ICT Project Manager ICT Security Project Manager
3 6%

261312 – Developer Programmer Cyber Security Developer 6 12%
261315 – Cyber Security Engineer 3 6%
261317 – Penetration Tester

1 2%
262114 – Cyber Security Analyst Cyber Threat Analyst, Malware Analyst, Cyber Security 

Vulnerability Assessor, Cyber Security Vulnerability 
Researcher 17 33%

262115 – Cyber Security Operations 
Coordinator

Cyber Security Incident Responder 
2 4%

262116 – Cyber Security Advice and 
Assessment Specialist

4 8%
262117 – Cyber Security Architect 1 2%
262118 – Cyber Governance Risk and 
Compliance Specialist 3 6%
261111 - ICT Business Analyst 1 2%
Manager - Cyber Security 3 6%

In the AUCyberExplorer bemand dataset (which is derived from internet job postings) advertised job titles will be mapped to ANZSCO Occupation codes via NICE work roles. Notes for this mapping exercise;
- There are significantly more NICE work roles than ANZSCO occupation codes
- The ANZSCO Occupation codes are based on the latest codes released in December 21
- Mappings have been done based on defintions from each framework, there are some NICE work roles where there is no ANZSCO code with a defintion that aligns
- For roles which do not map, general roles/groupings have been created, or an alternative non cyber security ANZSCO code has been suggested
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Training & Education - Cyber Security
2 4%

Legal - Cyber Security

1 2%
Workforce Development - Cyber 
Security 1 2%
Product Manager - Cyber Security 1 2%
None 2 4%

52 100%
These roles do not map between ANZSCO and NICE. 
AUCyberExplorer can be used as an assessment tool to measure
whether roles are advertised that fit into these categories.



https://consult.abs.gov.au/standards-and-classifications/anzsco-targeted-update-2021-proposed-changes/supporting_documents/CYBER%20SECURITY_Occupation%20Groups_Proposed%20Changes%20v1.3%20updated%208102021.pdf

Work roles ANZSCO Occupation

Authorizing Official/Designating 
Representative

262118 – Cyber Governance Risk and 
Compliance Specialist 

Security Control Assessor 262116 – Cyber Security Advice and 
Assessment Specialist

Software Developer 261312 – Developer Programmer
Secure Software Assessor 262114 – Cyber Security Analyst
Enterprise Architect None

Security Architect 262117 – Cyber Security Architect

Research & Development Specialist 262114 – Cyber Security Analyst

Systems Requirements Planner 261111 - ICT Business Analyst

System Testing and Evaluation Specialist 261317 – Penetration Tester
Information Systems Security Developer 261312 – Developer Programmer

Systems Developer 261312 – Developer Programmer
Database Administrator 261312 – Developer Programmer

In the AUCyberExplorer bemand dataset (which is derived from internet job postings) advertised job titles will be mapped to ANZSCO Occupation codes via NICE work roles. Notes for this mapping exercise;

- Mappings have been done based on defintions from each framework, there are some NICE work roles where there is no ANZSCO code with a defintion that aligns
- For roles which do not map, general roles/groupings have been created, or an alternative non cyber security ANZSCO code has been suggested



Data Analyst 262114 – Cyber Security Analyst

Knowledge Manager Manager - Cyber Security

Technical Support Specialist 261315 – Cyber Security Engineer

Network Operations Specialist 261315 – Cyber Security Engineer
System Administrator 261315 – Cyber Security Engineer
Systems Security Analyst 262114 – Cyber Security Analyst
Cyber Legal Advisor Legal - Cyber Security

Privacy Officer/Privacy Compliance Manager 262118 – Cyber Governance Risk and 
Compliance Specialist 

Cyber Instructional Curriculum Developer Training & Education - Cyber Security

Cyber Instructor Training & Education - Cyber Security

Information Systems Security Manager 262116 – Cyber Security Advice and 
Assessment Specialist

Communications Security (COMSEC) Manager Manager - Cyber Security

Cyber Workforce Developer and Manager Workforce Development - Cyber Security

Cyber Policy and Strategy Planner 262116 – Cyber Security Advice and 
Assessment Specialist

Executive Cyber Leadership 135111 – Chief Information Officer
Program Manager 135112 – ICT Project Manager
IT Project Manager 135112 – ICT Project Manager



Product Support Manager Product Manager - Cyber Security

IT Investment/Portfolio Manager 135112 – ICT Project Manager
IT Program Auditor 262118 – Cyber Governance Risk and 

Compliance Specialist 
Cyber Defense Analyst 262114 – Cyber Security Analyst
Cyber Defense Infrastructure Support Specialist 262114 – Cyber Security Analyst

Cyber Defense Incident Responder 262114 – Cyber Security Analyst

Vulnerability Assessment Analyst 262114 – Cyber Security Analyst

Threat/Warning Analyst 262114 – Cyber Security Analyst

Exploitation Analyst 262114 – Cyber Security Analyst
All-Source Analyst 262114 – Cyber Security Analyst
Mission Assessment Specialist 262116 – Cyber Security Advice and 

Assessment Specialist
Target Developer 261312 – Developer Programmer
Target Network Analyst 262114 – Cyber Security Analyst
Multi-Disciplined Language Analyst 261312 – Developer Programmer
All Source-Collection Manager 262114 – Cyber Security Analyst
All Source-Collection Requirements Manager Manager - Cyber Security

Cyber Intel Planner 262115 – Cyber Security Operations 
Coordinator

Cyber Ops Planner 262115 – Cyber Security Operations 
Coordinator

Partner Integration Planner None

Cyber Operator 262114 – Cyber Security Analyst



Cyber Crime Investigator 262114 – Cyber Security Analyst
Law Enforcement /CounterIntelligence 
Forensics Analyst

262114 – Cyber Security Analyst

Cyber Defense Forensics Analyst 262114 – Cyber Security Analyst



https://consult.abs.gov.au/standards-and-classifications/anzsco-targeted-update-2021-proposed-changes/supporting_documents/CYBER%20SECURITY_Occupation%20Groups_Proposed%20Changes%20v1.3%20updated%208102021.pdf

Mapping notes Specialisation (if relevant)

NICE work roles include a 'Enterprise Security Architect', meaning the Enterprise Architect role will not 
be specifically related to cyber and does not require to be mapped

Cyber Security Researcher or Vulnerability 
Researcher 

There is no cyber related ANZSCO code that correlates with this role, it has been mapped to the 
equivalent ICT role.
Consider a specialisation for future ANZSCO reviews

Cyber Security Developer

Cyber Security Developer
Cyber Security Developer



There is no cyber related ANZSCO code that correlates with this role, management related roles have 
been grouped into a general category.
Note: 224213 - Health Information Manager may be considered for future ANZSCO reviews  (if 
associated roles are found to be advertised through AUCyberExplorer)

Network Programmer

No cyber related roles, could potentially be mapped to 271299 - Judicial and Other Legal Professionals 
nec
ANZSCO definition does not refer to privacy specifically, refers to compliance and policy broadly

There is no cyber related ANZSCO code that correlates with this role, training & education related roles 
have been grouped into a general category
There is no cyber related ANZSCO code that correlates with this role, training & education related roles 
have been grouped into a general category

Cyber Security Advisor

There is no cyber related ANZSCO code that correlates with this role, management related roles have 
been grouped into a general category
Note: 342312 - Communications Operator may be conisdered for future ANZSCO review (if associated 
roles are found to be advertised through AUCyberExplorer)
There is no cyber related ANZSCO code that correlates with this role, management related roles have 
been grouped into a general category, introducing a grouping for workforce related roles.

Cyber Security Advisor

These roles are mapped based on a broad association of Executive leadership roles
This role would be more senior than a project manager



There is no cyber related ANZSCO code that correlates with this role, introducing a grouping for product 
related roles.
This role would be more senior than a project manager

Role requires more specific skills than a cyber security analyst, cyber security analyst would be a 
predecessor in a pathway

Cyber Security Incident Responder

Role requires more specific skills than a cyber security analyst, cyber security analyst would be a 
predecessor in a pathway

Cyber Security Vulnerability Assessor

Role requires more specific skills than a cyber security analyst, cyber security analyst would be a 
predecessor in a pathway

Cyber Threat Analyst

Cyber Threat Analyst
Malware Analyst

Cyber Security Developer
Cyber Security Vulnerability Assessor
Software Developer
Malware Analyst

There is no cyber related ANZSCO code that correlates with this role, management related roles have 
been grouped into a general category.
For alignment with other roles which have associated pathways this wole could be grouped under 
262114 - Cyber Security Analyst (Malware related) or ICT Business Analyst (associated with requirements 
management)

There is no cyber related ANZSCO code that correlates with this role, unable to identify what other 
ANZSCO codes correlate with the role

Cyber Threat Analyst



Cyber Security Vulnerability Assessor



NICE Framework Specialty Areas and Work Role Table of Contents
As of 7/7/2020

NICE Specialty Area NICE Specialty Area Description

Oversee and Govern

Investigate

Cyber Investigation (INV)

Applies tactics, techniques, and procedures for a full 
range of investigative tools and processes to include, 
but not limited to, interview and interrogation 
techniques, surveillance, counter surveillance, and 
surveillance detection, and appropriately balances 
the benefits of prosecution versus intelligence 
gathering.



Click to view the Master KSA List
Click to view the Master Task List

Work Role Work Role Description Work Role ID KSAs Tasks

IT Investment/Portfolio Manager
Manages a portfolio of IT investments that align with 
the overall needs of mission and enterprise 
priorities.

OV-PMA-004
Click to view 

KSAs
Click to view 

Tasks

Cyber Crime Investigator
Identifies, collects, examines, and preserves 
evidence using controlled and documented 
analytical and investigative techniques.

IN-INV-001
Click to view 

KSAs
Click to view 

Tasks



OPM Code 
(Fed Use)

804

221
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Project options: AUCyberExplorer digital platform optimisation, 

incorporating forecasting model 

Background 

AUCyberExplorer is a digital platform which visualises data on the cyber security worker supply and 

job demand market in Australia, as well as providing information on career pathways and how to 

upskill and transition between roles. AustCyber has a contract with DISER to deliver a suite of 

enhancements to the platform, including additional data points, which are outlined under the 

project scope below. 

Emsi Burning Glass (EBG) are a US based company that were part of the original consortium to 

deliver Cyber Seek AU (previous iteration of AUCyberExplorer before it was rebranded) and are the 

data providers for AUCyberExplorer and Cyber Seek US, which the Australian model was originally 

based on. The data modelling for the AUCyberExplorer datasets is based on the models which have 

been developed and tested in the US. 

A key requirement in the contract between DISER and AustCyber to develop AUCyberExplorer is to 

incorporate the new 6-digit ANZSCO Occupation codes relating to cyber security, which were 

published in December 2021. During the scope development phase of the project a number of issues 

in being able to incorporate the 6-digit ANZSCO codes into the dataset in the short term (Q2 2022) 

have been determined, these are outlined below. 

Current project scope 

The current scope of work is to deliver; 

1. Enhancements to baseline datasets;

• New data points;

o Worker age, worker gender, urban vs regional location, ANZSCO 4-digit Unit Group

code

• Historical data back to 2019 (for all the data points on the existing platform and those listed

above)

• Comparisons between Australia, UK and US data for the following data points

o Total supply of workers, total demand for roles, average advertised salary, role

(standardized role based on EBG’s taxonomy)

2. Deliver a 5-year forecast of job supply and demand with data points for;

• ANZSCO 4-digit Unit Group codes, ANZSIC industry division, state, SA4, urban vs regional

o 5 year forecast of projected capabilities required at a national level (not available at

state level)

Current Issues 

1. Availability of worker supply data which has been reclassified with the new 6-digit ANZSCO

Occupation codes, relating to cyber security.
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The worker supply data is sourced from the Australian Bureau of Statistics (ABS) Census and Labour 

data. Although the updates to cyber security 6-digit ANZSCO Occupation codes were published in 

December 2021, the reclassification exercise of the historical data will not be complete until later 

this year, the current target date is November 2022. There is a hard dependency on ABS to complete 

the reclassification exercise to be able to deliver supply data with the new 6-digit ANZSCO 

Occupation codes. 

For the same reasons, the 6-digit ANZSCO Occupation Codes cannot be incorporated into the 

forecasting model until the historical data is available. The forecasting model will need to leverage 

historical ABS data, so the forecasting model will be delivered at the 4-digit ANZSCO Unit Group code 

level (Note: The forecasting model also sources the National Skills Commission’s projections data, 

which is currently at a 4-digit level. Further investigation will be required to determine the feasibility 

of weighting the forecasting model to the 6-digit ANZSCO Occupation code level). 

2. Feasibility of classifying job demand data against the new 6-digit ANZSCO Occupation codes

The job demand data is scraped from online job postings by EBG, applying the same modelling used 

in the US to the Australian market. In the current iteration of AUCyberExplorer the taxonomy for 

roles is based on EBG’s own standard classification of roles. The options to incorporate the 6-digit 

ANZSCO Occupation codes are outlined in this document. 

3. Delivery of worker ‘gender’ and ‘age group’ data points in consolidated datasets and views

DISER have identified a requirement to see all new data points in a consolidated visualisation, 

however due to the availability and associated confidence of consolidating the age group and gender 

data points, the attributes will need to be split into multiple views. 

Originally it was thought that AustCyber would be able to request a custom dataset from ABS, which 

would provide all of the required data points in one consolidated dataset. AustCyber has liaised with 

ABS on the required data, and the advice from ABS is that combining all of the required data points 

would produce a dataset with a Relative Standard Error Rate (RSE) of 25% or higher, which ABS 

defines as too high for practical purposes. 

Options 

1. Availability of worker supply data which has been reclassified with the new 6-digit ANZSCO

Occupation codes, relating to cyber security.

a. Due to the hard dependency on ABS to reclassify data, data with the new 6-digit

ANZSCO Occupation codes can be incorporated when the data is available (ETA

November 2022).

2. Feasibility of classifying job demand data against the new 6-digit ANZSCO Occupation codes

There are 2 methods which could be used to classify job demand data, either via developing a 

taxonomy which maps 6-digit ANZSCO codes to job ads or creating an association via the National 



Institute for Cyber security Education (NICE) work roles (the US framework for cyber security labour 

and education classification), both are outlined below. 

As a further deliverable to the options outlined below, the 6-digit ANZSCO Occupation codes will be 

able to be associated with the 4-digit ANZSCO Unit Groups on the ‘Career Pathways’ section of the 

platform. This provides a method to introduce the new 6-digit ANZSCO Occupation codes to the 

public, until they can be incorporated into the data. 

a. EBG will create a taxonomy for the new 6-digit ANZSCO occupation codes,

considerations are outlined below.

i. Taxonomy will be defined by mapping the titles, skills and certifications in

online job advertisements to the 6-digit ANZSCO Occupation definitions. This

direct mapping will provide a more robust output which creates an accurate

relationship between the advertised roles and 6-digit ANZSCO Occupation

codes. Once this exercise is complete, the 6-digit ANZSCO Occupation codes

can be incorporated into the AUCyberExplorer dataset.

ii. Timeline considerations include;

1. EBG have planned to update their existing taxonomy between

December 2022 – February 2023, as part of their internal

development roadmap. Due to internal dependencies the vendor is

unable to provide a smaller window but has provided 90%

confidence that the work will happen during this period.

2. If the work is commissioned ahead of internal development

roadmap the time required by Emsi Burning Glass to deliver updated

taxonomy will be 6 weeks. The start date is subject to availability of

resourcing (the earliest start would be May 2022) and contract

amendment being signed.

3. Cost to deliver updated taxonomy for online job postings is  

ex GST. Factoring in the costs for datasets already in scope and the 

AUCyberExplorer site build, this would exceed the original value of 

DISER and AustCyber’s contract to deliver phase 2 (digital platform 

optimization, incorporating forecasting model) of AUCyberExplorer. 

b. The new ANZSCO 6-digit Occupation codes can be incorporated into the dataset

via a mapping to NICE work roles. The following considerations and risks exist with

this method;

i. Based on review of the definitions for the 6-digit ANZSCO Occupations and

NICE work roles the two frameworks do not have clear alignment for a large

portion of roles and definitions, there are significant gaps between the

frameworks.

ii. If the 6-digit ANZSCO Occupation codes are mapped via NICE work roles,

they will not be mapped directly to job advertisements, based on the

requirements of the job advertisement. This reduces the accuracy of

correctly aligning the advertised job and 6-digit ANZSCO Occupation

defintions.

iii. From an end user perspective, it may be a better user experience to deliver

6-digit ANZSCO Occupation codes in both the supply and demand data at

s47(1)(b)



the same time (in comparison to delivering 6-digit ANZSCO Occupation 

codes in only the job demand data). 

3. Delivery of ‘worker gender’ and ‘age group’ data points in consolidated datasets and views

a. ‘Age group’ and ‘gender’ can be split in the following groupings, as per the ABS

Labour Market data;

i. Gender and Age Group by Occupation Sub-Major Group (but no Geography)

ii. Gender by State and 4-Digit ANZSCO (but no Age)

iii. Potential to investigate a custom dataset including Age, Gender and State

(ANZSCO codes cannot be included in this combination)

Recommendations / decisions required 

1. Availability of worker supply data which has been reclassified with the new 6-digit ANZSCO

Occupation codes, relating to cyber security.

Due to the hard dependency on ABS reclassifying the data, DISER has agreed the 6-digit ANZSCO 

codes will be descoped from the worker supply data. No further decisions are required. 

1. Feasibility of classifying job demand data against the new 6-digit ANZSCO Occupation codes

Consideration and agreement on approach is required from DISER, based on the options outlined in 

the ‘Options’ section of this paper. Based on the dependencies and constraints which exist, 

AustCyber’s recommendation from a project management perspective is to continue with delivery of 

the scope outlined in this paper, which includes the 4-digit ANZSCO Occupation Unit Group codes, 

and target delivery of the 6-digit ANZSCO Occupation codes for Q4 2022. This phased delivery will 

also create the positive opportunity to continue to evolve the platform in a valuable way. 

2. Delivery of worker gender and age group data points in consolidated datasets and views

AustCyber and DISER to review options to include Age Group and Gender attributes against original 

requirements and determine new requirements (meeting scheduled for 4/02/22). 

To provide additional visibility of the ongoing delivery of the project, moving forwards AustCyber will 

provide a weekly project status report to the DISER team, each Friday until delivery. 
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Project options: AUCyberExplorer digital platform optimisation, 

incorporating forecasting model 

Background 

AUCyberExplorer is a digital platform which visualises data on the cyber security worker supply and 

job demand market in Australia, as well as providing information on career pathways and how to 

upskill and transition between roles. AustCyber has a contract with DISER to deliver a suite of 

enhancements to the platform, including additional data points, which are outlined under the 

project scope below. 

Emsi Burning Glass (EBG) are a US based company that were part of the original consortium to 

deliver Cyber Seek AU (previous iteration of AUCyberExplorer before it was rebranded) and are the 

data providers for AUCyberExplorer and Cyber Seek US, which the Australian model was originally 

based on. The data modelling for the AUCyberExplorer datasets is based on the models which have 

been developed and tested in the US. 

A key requirement in the contract between DISER and AustCyber to develop AUCyberExplorer is to 

incorporate the new 6-digit ANZSCO Occupation codes relating to cyber security, which were 

published in December 2021. During the scope development phase of the project a number of issues 

in being able to incorporate the 6-digit ANZSCO codes into the dataset in the short term (Q2 2022) 

have been determined, these are outlined below. 

Current project scope 

The current scope of work is to deliver; 

1. Enhancements to baseline datasets;

• New data points;

o Worker age, worker gender, urban vs regional location, ANZSCO 4-digit Unit Group

code

• Historical data back to 2019 (for all the data points on the existing platform and those listed

above)

• Comparisons between Australia, UK and US data for the following data points

o Total supply of workers, total demand for roles, average advertised salary, role

(standardized role based on EBG’s taxonomy)

2. Deliver a 5-year forecast of job supply and demand with data points for;

• ANZSCO 4-digit Unit Group codes, ANZSIC industry division, state, SA4, urban vs regional

o 5 year forecast of projected capabilities required at a national level (not available at

state level)

Current Issues 

1. Availability of worker supply data which has been reclassified with the new 6-digit ANZSCO

Occupation codes, relating to cyber security.
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The worker supply data is sourced from the Australian Bureau of Statistics (ABS) Census and Labour 

data. Although the updates to cyber security 6-digit ANZSCO Occupation codes were published in 

December 2021, the reclassification exercise of the historical data will not be complete until later 

this year, the current target date is November 2022. There is a hard dependency on ABS to complete 

the reclassification exercise to be able to deliver supply data with the new 6-digit ANZSCO 

Occupation codes. 

For the same reasons, the 6-digit ANZSCO Occupation Codes cannot be incorporated into the 

forecasting model until the historical data is available. The forecasting model will need to leverage 

historical ABS data, so the forecasting model will be delivered at the 4-digit ANZSCO Unit Group code 

level (Note: The forecasting model also sources the National Skills Commission’s projections data, 

which is currently at a 4-digit level. Further investigation will be required to determine the feasibility 

of weighting the forecasting model to the 6-digit ANZSCO Occupation code level). 

2. Feasibility of classifying job demand data against the new 6-digit ANZSCO Occupation codes

The job demand data is scraped from online job postings by EBG, applying the same modelling used 

in the US to the Australian market. In the current iteration of AUCyberExplorer the taxonomy for 

roles is based on EBG’s own standard classification of roles. The options to incorporate the 6-digit 

ANZSCO Occupation codes are outlined in this document. 

3. Delivery of worker ‘gender’ and ‘age group’ data points in consolidated datasets and views

DISER have identified a requirement to see all new data points in a consolidated visualisation, 

however due to the availability and associated confidence of consolidating the age group and gender 

data points, the attributes will need to be split into multiple views. 

Originally it was thought that AustCyber would be able to request a custom dataset from ABS, which 

would provide all of the required data points in one consolidated dataset. AustCyber has liaised with 

ABS on the required data, and the advice from ABS is that combining all of the required data points 

would produce a dataset with a Relative Standard Error Rate (RSE) of 25% or higher, which ABS 

defines as too high for practical purposes. 

Options 

1. Availability of worker supply data which has been reclassified with the new 6-digit ANZSCO

Occupation codes, relating to cyber security.

a. Due to the hard dependency on ABS to reclassify data, data with the new 6-digit

ANZSCO Occupation codes can be incorporated when the data is available (ETA

November 2022).

2. Feasibility of classifying job demand data against the new 6-digit ANZSCO Occupation codes

There are 2 methods which could be used to classify job demand data, either via developing a 

taxonomy which maps 6-digit ANZSCO codes to job ads or creating an association via the National 



Institute for Cyber security Education (NICE) work roles (the US framework for cyber security labour 

and education classification), both are outlined below. 

As a further deliverable to the options outlined below, the 6-digit ANZSCO Occupation codes will be 

able to be associated with the 4-digit ANZSCO Unit Groups on the ‘Career Pathways’ section of the 

platform. This provides a method to introduce the new 6-digit ANZSCO Occupation codes to the 

public, until they can be incorporated into the data. 

a. EBG will create a taxonomy for the new 6-digit ANZSCO occupation codes, 

considerations are outlined below. 

i. Taxonomy will be defined by mapping the titles, skills and certifications in 

online job advertisements to the 6-digit ANZSCO Occupation definitions. This 

direct mapping will provide a more robust output which creates an accurate 

relationship between the advertised roles and 6-digit ANZSCO Occupation 

codes. 

ii. Timeline considerations include; 

1. EBG have planned to update their existing taxonomy in Q3/Q4 2022. 

Once this exercise is complete, the 6-digit ANZSCO Occupation 

codes can be incorporated into the AUCyberExplorer dataset. 

2. EBG have been asked to provide an indicative timeline for the 

taxonomy update to the 6-digit ANZSCO Occupation codes, if it was 

to be completed ahead of the planned update by the taxonomy 

team. 

 

b. The new ANZSCO 6-digit Occupation codes can be incorporated into the dataset 

via a mapping to NICE work roles. The following considerations and risks exist with 

this method; 

i. Based on review of the definitions for the 6-digit ANZSCO Occupations and 

NICE work roles the two frameworks do not have clear alignment for a large 

portion of roles and definitions, there are significant gaps between the 

frameworks. 

ii. If the 6-digit ANZSCO Occupation codes are mapped via NICE work roles, 

they will not be mapped directly to job advertisements, based on the 

requirements of the job advertisement. This reduces the accuracy of 

correctly aligning the advertised job and 6-digit ANZSCO Occupation 

defintions. 

iii. From an end user perspective, it may be a better user experience to deliver 

6-digit ANZSCO Occupation codes in both the supply and demand data at 

the same time (in comparison to delivering 6-digit ANZSCO Occupation 

codes in only the job demand data). 

 

3. Delivery of ‘worker gender’ and ‘age group’ data points in consolidated datasets and views 

a. ‘Age group’ and ‘gender’ can be split in the following groupings, as per the ABS 

Labour Market data; 

i. Gender and Age Group by Occupation Sub-Major Group (but no Geography) 

ii. Gender by State and 4-Digit ANZSCO (but no Age) 



iii. Potential to investigate a custom dataset including Age, Gender and State

(ANZSCO codes cannot be included in this combination)

Recommendations / decisions required 

1. Availability of worker supply data which has been reclassified with the new 6-digit ANZSCO

Occupation codes, relating to cyber security.

Due to the hard dependency on ABS reclassifying the data, DISER has agreed the 6-digit ANZSCO 

codes will be descoped from the worker supply data. No further decisions are required. 

1. Feasibility of classifying job demand data against the new 6-digit ANZSCO Occupation codes

Consideration and agreement on approach is required from DISER, based on the options outlined in 

the ‘Options’ section of this paper. Based on the dependencies and constraints which exist, 

AustCyber’s recommendation from a project management perspective is to continue with delivery of 

the scope outlined in this paper, which includes the 4-digit ANZSCO Occupation Unit Group codes, 

and target delivery of the 6-digit ANZSCO Occupation codes for Q4 2022. This phased delivery will 

also create the positive opportunity to continue to evolve the platform in a valuable way. 

2. Delivery of worker gender and age group data points in consolidated datasets and views

AustCyber and DISER to review options to include Age Group and Gender attributes against original 

requirements and determine new requirements (meeting scheduled for 4/02/22). 

To provide additional visibility of the ongoing delivery of the project, moving forwards AustCyber will 

provide a weekly project status report to the DISER team, each Friday until delivery. 



AUCyberExplorer Data inputs – Phase 2

Web scraping

Publicly available data

Provided by certifying 
organisations

Web scraping of approx. 4000 
web pages including direct 
employers and job boards
Note: SEEK is not included

Robot scans web pages for 
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ABS data (Labour Market, 
Census)
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• Occupation
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Career pathways dataset

Note: Not all derived measures and dimensions are shown in this diagram

Forecasting model
The forecasting model will 
weight the NSC’s 5-year 
projections by the historical 
(baseline) data on jobs 
advertised. The historical
data is from 2012 onwards.
To forecast at 6-digit code 
level, the attribute is 
required in both datasets.

Career pathways datasetWeighting process 
is applied to 
consolidate 
attributes which are 
not derived form 
the same dataset.
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Data Caveats 
Data is based on a custom census request from the ABS with some calculations done by AID. Data captures direct employment in the occupation ‘ICT Security Specialists’ only and does not include employment in 
related roles where a part of the job may be cyber security related. In Census data there are small random adjustments made to all values to protect the confidentiality of data. As such small values are subject to some 
inaccuracy and should not be taken literally, There are differences between Census and Labour Force Survey data due to the data collection times and methods, with the Census generally considered most accurate. 

Employment in the occupation ‘ICT Security Specialist’ 
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Data Caveats 
Data is based on a custom census request from the ABS with some calculations done by AID. Data captures direct employment in the occupation ‘ICT Security Specialists’ only and does not include employment in 
related roles where a part of the job may be cyber security related. In Census data there are small random adjustments made to all values to protect the confidentiality of data. As such small values are subject to some 
inaccuracy and should not be taken literally, There are differences between Census and Labour Force Survey data due to the data collection times and methods, with the Census generally considered most accurate. 

Data Tables 

Labour force survey – constructed time series 

Financial 
Year 

Employment 
(based on 
avg annual 
change) 

Lower bound 
(based on 
2016 
proportions) 

Projected growth 
(based on 2011 
to 2016 growth 
rate) 

2006 2490 

2007 2790 

2008 2940 

2009 3890 

2010 3580 

2011 3850 

2012 4500 

2013 4770 

2014 5910 

2015 6800 

2016 7180 7180 7180 

2017 6980 7450 

2018 7020 7970 

2019 8380 10080 

2020 8110 10300 

Geographic breakdown 
Year NSW VIC QLD ACT WA SA NT+TAS Total 

2006 820 410 150 220 90 50 10 1750 

2011 1000 750 300 340 140 110 20 2660 

2016 1470 1260 490 480 240 190 20 4150 

Gender breakdown 
Year Male Female Total 

2006 1430 320 1750 

2011 2290 370 2660 

2016 3590 560 4150 

Occupation breakdown 

Year 
262111 
Database Administrator 

262112 
ICT Security Specialist 

262113 
Systems Administrator 

Total 

2006 6020 1750 12820 20590 

2011 6780 2660 13560 23000 

2016 6370 4150 13240 23760 

Divisional breakdown 
Industry 2006 2011 2016 

A Agriculture, Forestry and Fishing 0 0 3 

B Mining 10 18 35 

C Manufacturing 62 79 107 

D Electricity, Gas, Water and Waste Services 26 43 80 

E Construction 21 89 123 

F Wholesale Trade 49 70 129 

G Retail Trade 34 53 80 

H Accommodation and Food Services 7 3 12 

I Transport, Postal and Warehousing 45 42 105 

J Information Media and Telecommunications (other than sub-div 58,59) 22 27 24 

58 Telecommunications Services 66 102 209 

59 Internet Service Providers, Web Search Portals and Data Processing Services 10 24 87 

K Financial and Insurance Services 317 400 694 

L Rental, Hiring and Real Estate Services 10 0 7 

M Professional, Scientific and Technical Services (other than sub-div 70) 105 143 224 

70 Computer System Design and Related Services 483 749 963 

N Administrative and Support Services 11 31 41 

O Public Administration and Safety 383 676 1017 

P Education and Training 44 60 116 

Q Health Care and Social Assistance 22 31 53 

R Arts and Recreation Services 14 9 32 

S Other Services 8 11 10 

Total 1750 2660 4150 




